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Préambule / S LINB&aSyid R2O0dzySyid | Ll2dz2NJ adz2eSid f QAayadidl f
Filezilla Servedans un environnement Miosoft Windows 7 (édition familiale, professionnel).

Le serveur FTP permet la mise a disposition de fichier que ceuwoiin réseadocal un réseau
RQSy (i NS LINtRrdeten &cdés ldbrazdld prive.
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Installation de FileZilla Server

¢ 2dzi R DY NINBOdzLIENE S FAOKASNI RQAyallftfl A2y ad:

https://filezilla-project.org/download.php?type=server

Une foistéléchargg 2y LI aasS t fQAyaldltflradAz2y Rdz t 23A0ASt @

| FileZilla_Server-0 9 41 exe:

EnNBYASNI €t ASdzs fF t AO0SyO0S RQdziAt Aal GA

FileZilla Server beta 0.9.41 Setup L] [
License Agreement
Flease review the license terms before installing FileZila Server beta 0.9.41,

Press Page Down to see the rest of the agreement.

| GMU GEMERAL PUBLIC LICEMSE -
Version 2, June 1991 N

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

5% Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

|I Preamble II

The licenses for most software are designed to take away your -

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install FileZilla Server beta 0.9.41.

I Agree ] [ Cancel

On clique sur le boutohAgree
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https://filezilla-project.org/download.php?type=server

t I NJ RSTI dzil = f Q Stghdaiidlof delt avantugllenders, faird uhdiinstallgtion compléte
(Full), installer uniquement le serviceS¢rvice onlp =  f @Auyliguéniedt lin@rface only ou
fQAyadalrttrdiagomlISNE2YYIFfA&SS o

FileZilla Server beta 0.9.41 Setup SRR

Choose Components
Choose which features of FileZilla Server beta 0.9.41 you want to install. .

Chedk the companents you want to install and unchedk the components you don't want to
install. Clicdk Mext to continue.

Select the type of install: Standard =
oOr, select the optional Standard Description
components you wish to Full
inztall: Service only
Interface only
Custom
I Desktop Icon I

Space reguired: 3. 7MB

[ < Back “ Mext = ][ Cancel ]

T - —

Dans le cas présent, on va faire une installatitamdardpuis on clique sur le boutolext.

FileZilla Server beta 0.9.41 Setup [E=R AR

Choose Components
Choose which features of FileZilla Server beta 0.9.41 you want to install. .

Check the components you want to install and unchedk the components you don't want to
install. Click Mext to continue,

Select the type of install: [Smndard "]
Or, select the optional FileZila Server (Service) Description
;f_?;giﬁnents LeEna Administration interface
' [ ] source Code
Start Menu Shortouts
I Desktop Icon I

Space reguired: 3, 7MB

< Back ][ MNext = ][ Cancel ]
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FileZilla Server beta 0.9.41 Setup = -5
Choose Install Location
Choose the folder in which to install FileZilla Server beta 0.9.41.

Setup will install FileZilla Server beta 0.9.41 in the following folder. To install in a different
folder, dick Browse and select another folder. Clidk Mext to continue.

I Destination Folder I

R

Space reguired: 3. 7MB
Space available: 69, 7GE

[ < Back “ Mext = ][ Cancel

b = - d

On cligue sule boutonNext
t I N RSTrLdziz fQAyadlrtflridAz2y Rdz a4 SNDAMOWindowsyaa A |j dzS
RSAzEASYS 2LIiA2y RA&ALIRYAOES Sad tQAayadlttriArAzy Rd
2LIGA2Y YQAyall fconfe lddersieurRSnarie aNGALIGUS.S LI NJ
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FileZilla Server beta 0.9.41 Setup

Startup settings
Select startup behaviour for FileZilla Server .

Please choose how FileZilla Server should be started:

Install as service, started with Windows (default)
Install as service, started with Windows

Install as service, started manually

Do not install as service, start server automatically {not recommended) |
14147

Start Server after setup completes

Mullsoft Install Sywstemn vz, 46-Unicode

[ < Back ][ Next ] [ Cancel ]

5FLya £S5 OFa LINEBaS yidshllaty du SeikvRel el déraarrdg@r@anidiel 2y y c H

-
FileZilla Server beta 0.9.41 Setup

Startup settings
Select startup behaviour for FileZila Server .

Please choose how FileZilla Server should be started:

[Insiﬁll as service, started manually

Please choose the port, the admin interface of FileZila Server should listen on (1-65535):
14147

Start Server after setup completes

mullsoft Install System w2, 46-Unicode

[ < Back ]l MNext _] [ Cancel ]

hy LISdzi S@Syi(dzStfSYSyd RSO2O0KSN) f StartRSgrver ikl 3SR
setup complete$. Le pot par défaut(14149 L2 dzNJ £ QAY G SNF I OS RQF RYA Y A & N
étre personnaliséUne fois les options définies, on clique sur le bouttaxt
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Ceci concernde démarrage ddAQ G SNF I OS

R 0 R Mipaf Agiatt NiEmake2lofsque

yi@porte quel utilisateur se connecte a une session, la deuxieme option permet de démarrer

f QAVGSNFIFOS RQFRYAYAAUNT GA2Y

GNRPA&AASYS 2LIGA2Yy LISNK¥SI

aiA aSdzZ SySyid 0QSai
RS rReleddB NI £t QAY G SNF I OS

-
FileZilla Server beta 0.9.41 Setup

B

Startup settings
Select startup behaviour for FileZila Server

Please choose how the server interface should be started:

Start if user logs on, apply to all users {default)

Start if user logs on, apply to all users (default
Start if user logs on, apply only to current user
I Start manually

I Mullsoft Install System w2, 46-Unicode

| < Back ][ Install

] [ Cancel
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Dans le cas présent, nous sélectionnons la troisieme op&tart( manually puis on clique sur le
bouton Install.

i Y
[& FileZilla Server beta 0.9.41 Setup ESR IR

Startup settings
Select startup behaviour for FileZila Server .

Please choose how the server interface should be started:

[Siﬁrt manually - ]

|I Start Interface after setup completes I

[ < Back ]I I.nsmll—l [ Cancel ]

2dzKlF AGS 2dz

hy LSdzi RSO St@KiGadhcéd aiex safup oyhpleted A  f Q2y &
Grfttrdaz2y Rdz

f QA Yy 0 S NFistratibn eRclipueR tirleyboutomstall pour démarrelf QA y & |

'yS F2AE fQAYVAGHEEF GA2YCOBSNYAYSSS 2y Of A

o Y
FileZilla Server beta 0.9.41 Setup = ——
Installation Complete
Setup was completed successfully.
Completed

Create shortcut: C:\ProgramData'Microsoft\Windows\Start Menu'Programs'FileZilla ... =
Create shortout: C:\ProgramData\MicrosoftiWindowsstart Menu'\Programs\FileZilla ...

I Create shortcut: C:\ProgramData'Microsoft\Windows\Start MenuProgramsFileZilla 5. .. I
Create shortout: C:\ProgramDataMicrosoftiWindowsStart Menu'\Programs'\FileZilla 5...
Create shortout: C:\Users'Public\Desktop'FileZila Server Interface.Ink

Execute: "C:\Program Files (x86)FileZila Server'\FileZilla Server.exe”™ fadminport 14147
Execute: "C:\Program Files (x8a)\FieZilla Server'\FileZilla Server Interface.exe” fadmi... —
Installing Service. ..

Execute: "C:\Program Files (x&a)'\FileZila Server'\FileZilla Server.exe” finstall

Completed

m

1

< Back Cancel

Installation et configuration de FileZilla Server sur Windows 7 par Sébastien M2i#3€/2013
10




" . . £y
{ A QA yaShkikdtdérouliéep doit asioirle programmeFileZilla Serverdans le menm

FileZilla Server

E FileZilla Server Interface
& stert Filezilla Server

I& stop Filezilla Server

E Uninstall

Paur démarrer le serveur FTP, alique Start FileZilla Serveen faisant un clic droikc Exécuter en
GFya |j dzQl Rw¥shoh e Bdividd né Sédzhlizpas.

Ouvrir
¥y Exécuter en tant qu'administrateur
Résoudre les problémes de compatibilité

Ouvrir I'emplacement du fichier

Pour arréter le serveur FTP, olique surStop FileZilla Servezn faisant un clic droit Exécuter en
GFya | dzQl R»¥shoh le Bdividd nié & dzNIPWas.0 S NI

Ouvrir
¥y Exécuter en tant qu'administrateur
Résoudre les problémes de compatibilité

Ouvrir I'emplacement du fichier

t 2dzNJ £ F yOSNI £ QA y i SNF I OBlezRaSereYlhtgffacd i NI G A2y S 2y Of A
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Pour vérifier si le servicEileZilla Serveest démarré on va dans le menuGérer (on dic droit sur
Ordinateun) :

Crdinateur

Quvrir dans Directory Opus
Panneau de cd Churvrir

Gérer

Périphériques

Connecter un lecteur réseau...

Programmes Déconnecter un lecteur réseau...
Aide et suppo Afficher sur le Bureau
Renommer
Propriétés

Ensuite on va dansservices et Applicationpuis Services

EJ Gestion de l'ordinateur (local)
4 ﬁ% Outils systeme
- N - .
4 Planificateur de taches FileZilla Server FTP server Nom Description Etat Type de démarrage  Ouvrir une session en tant que
Ob: teur d'évé t: . . .
" @ o ;e.rva eu:t E',VEHEI"I"\EI"I s i, Configuration aut... Leservice .. Manuel Systéme local
5 ossiers partagés & s
& . parteg A"_EJ,EEr le service 4, Configuration des... Le service C... Manuel Systéme local
& &l Utilisateurs et groupes locaux Redémarrer le service i 3 X X
L Connaissance des .. Collecteets.. Démarré Automatique Service réseau
[ @ Performance R
. .. .. +, Lonnexions réseau rend en ch... Emarre anuel Eme loca
= Gestionnaire de périphériques % C ; Prend h.. De ; M : Systéme local
o) i :
a g Stockage .?C(’)ordmateurdetr‘.. C?ordonne.‘. ) ) Manuel Service réseau
(59 Gestion des disques L, Découverte SSDP Découvre le.. Démarré Manuel Service local
. I:@ Services et applications %-:’,Défragmenteur de.. Fournit lesf.. Manuel Systéme local
fq Services %Détaction deservi.. Activela no.. Manuel Systéme local
ﬂ Controle WMI ., Détection matériel... Fournitdes.. Démarré Automatique Systéme local
£, Disque virtuel Fournit des .. Manuel Systéme local
C;,Ecouteur HomeGr... Effectue des.. Démarré Manuel Systéme local
L Emplacement pro... Fournit un s.. Manuel Systéme local
O Enumérateur de b... Leservice €. Démarré Automatique (débu... Systéme local
(L ESET HTTP Server  ESETHTTP ... Manuel Service réseau
 ESET Service ESET Service  Démarré Automatique Systéme local
Q;,ESEF SHA Service ESET Syste... Manuel Systéme local
 Expérience audio-... gWave (Qu... Manuel Service local
C;’,Expénence d'appli.. Traite les de... Démarré Manuel Systéme local
i Explorateur d'ordi... Tient & jour.. Démarré Manuel Systéme local
ichiers hors conn... Le service Fi...  Démarré Automatique Systeme local
ileZilla Server FT... Démarré Manuel Systéme local

Normalement, on trouvalans la listde serviceFileZilla Server FTP server

Le servicgrésente unétat Démarésr  QédBedyiie le service FTP est lancé.

E* A Fil=Filla Server FTP server Démarré  Manuel

Systéme local

7

Sileserviey QS a G LI, delaRepreseMdNBmmeadssous

E* AFileZilla Server FTP server Manuel Systéme local

ASTUCEON peut accédegégalementaux services en tapaservices.msdansle menu:

Rechercher les programmes et fichiers L |

Installation et configuration de FileZilla Server sur Windows 7 par Sébastien M2i#3€/2013
12



6AAAT O U 16ET OAOZAAA AGAAI ET EOOOAOQEI I

On clique suFileZilla Server Interfacdans le menu

. Filefilla Server
FileZilla Server Interface
Start FileZilla Server
Stop FileZilla Server

m Uninstall

Dans$§ Ol a LINBaSydz y2dza ISéeryAldressde peNB@IaRBY AR/Mx &ai :NIIH S
(14147par défaut) ainsi gue le mot de passe administratéidrhinistration password par défaut, il
yQSad DI & RSTAYA

r N
Connect to Server @

Server Address: Port:

127.0.0.1 14147

Administration password:

[ Always connect to this server

[ Ok, ] [ Cancel ]

L

Always connect to this servgsermet de se annecter toujours a ceerveur.

On cligue sur le bouto®K

Installation et configuration de FileZilla Server sur Windows 7 par Sébastien M2i#3€/2013
13



RQFRYAYA&GNI GA2Y dzy$S F2Aa f|

ol )

[ QAVGSNFI OS

P Transfer Progress Speed

0 bytesreceived 0B/s O bytessent 0B/s @@

Si tout est OK, on doit avoir le message suivant

Filedila Server version 0.5.41 beta
Copyright 2001-2012 by Tim Kosse ftim kosse@filezillaproject .org)

Connecting to server..
Connected, waiting for authentication

Logged on

[§ YSydz RS ftQAYGSNFIOS RQFRYAYAZGNT

File Server Edit ¥

@lﬁﬁg? _l3=‘-.v

Filedilla Server version 0.5.41 beta
Copyright 2001-2012 by Tim Kosse fim kosse@fiezillaproject .org)

Connecting to server...
Connected, waiting for authentication

Logged on

Racgly dbix diff€xentes fonctions du serveur ftp :

glﬁﬁg? _l::‘-.v

La barre des icondp dzA

Active/désactive (Online / Offline) le serveur FTP.
B[ 201 6 ASNBSANI Cet 6! dzOdzyS O2yySEA2y NBy NI v

% Parametres du serveur FTP.

ﬁ Gestion des utilisateurs.

L4 Gestions des groupes.
P AFTAOKS €84 AyFaNNEdA2ya O2yOSNYI yil

Installation et configuration de FileZilla Server sur Windows 7 par Sébastien M2i#3€/2013
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[ QL 008 & | dzE RA T TS NEB yshibuia leF 2onddill pracgdemmielisditiparde§  F I A NE
menusdétaillésci-dessous.

File | Server Edit ¥
Connect to server...

Disconnect

Quit

Le menuFilepropose les options suivantes

Connect to servepermet dese connectel dz & SNIISdzNJ |j dzS f Q2y a2 dzKl A
Disconnectpermet de se déconnecterdd & SNIISdzNJ 1j dzS f Q2y | RYAY A a i NJ
QutLISNXY SG RS |jdZAGGOSNI t.QAYGISNFI OS RQI RYAYAadildN(

Server | Edit ¥
v Active
Lock

Le menuServerpropose les options suivantes

Active LISNX S i R Qu de@ekattitiek @rfineloffline) lserveurC¢t RS LIJZA & f QA Y
RQIFIRYAYAAGNI GA2Y ®

Le message indique que le serveur FTP sera hors tifjlies)) :

F N
FileZilla zerver l = J

Lockpermet de ne plus accepter dmnnexionentrante sur le serveur FTRAucune nouvelle
connexionne sera acceptée tant que le serveur est en positiook

r ]
FileZilla server

=% Doyou really want to lock the server? No new connenctions will be
¥ accepted while locked.

| oW || N |

h ]

Installation et configuration de FileZilla Server sur Windows 7 par Sébastien M2i#3€/2013
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[ Edit| ?
Settings

Lsers

Groups

Le menuEditpropose les options suivantes

Settingspermet de définir les différents paramétrages.
Userspermet de gérer les utilisateurs.
GroupsLISNXY S RS 3JISNBNJ rsS& 3INRdzLIS&a RQdziAf Aal GSdz

About Filedilla Server

Lemen? FFAOKS I 062A0S RQAYT2NNI TimiRogse O2yY OSNY | vy

About FileZilla Server [

FileZilla Server version 0.9.41 beta

Copyright (C) 2001-2012 RayRal
- OOMATE

Written by:  Tim Kosse

Homepage: hitp:/ffilezilla-project. or

Installation et configuration de FileZilla Server sur Windows 7 par Sébastien M2i#3€/2013
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Les paramétrages géenéraux de FileZilla Server

Revenons sur le menrtadit qui permet de définir les paramétrageSdttingg, les utilisateursliyserg
et lesgroupes Groupsh R Qdzi A f A &l G SdzNE @

Edit | ?

! Settings

Lsers

; Groups

¢2dzi RQF 02NRZI Y 2SHingdpdisiGengradl sedfirgd NJ £ Q2 LIGA 2 Y
[ FileZilla Server Options Iﬁ1
= Generl setings

i Welcome mess;
=] bindings Connection settings
List of ports between 1
""" P Fitter Listen on these ports: 21 P
) ] and 65535,
- Passive mode settir
- Securty settings Max. number of users: 0 {0 for unlimited users)
- Miscellaneous =
- Admin Interface set Performance settings
- Logging This value should be a multi
. . ple of the
- (355 Settings Number of Threads: 2 number of processors installed on your
- Speed Limits gystem. Increase this value if your server
- Filetransfer compres is under heavy load.
- BS5LTLS settings
- Mtoban ad
] 1} 3 Timeout settings
Connections imeout: 120 in seconds (1-9999, 0 for no timeout).
_ in seconds (G00-3999, 0 for no timeout),
[ oK ] Mo Transfer imeout: 120 This value spedfies the ime a user has to
initiate a file transfer.
in seconds (1-9999, 0 for no timeout).
[ Fon el ] Login timeout: &l This value spedfies the time in which a
new user has to login,

L

Listen onthese porty LJ2 NI R QS O2 d2br difaat) 8 SNIBS dzNJ Fia LI o

Max. number of usersOpouruny 2 YO NB A f f A Yobnne®té. R Qdzi A £ A &l (i S dzNJ

Number of Threards permet de régler le nombre de processus utilisé par le serveur ftp.

Connections timeout laps de temps avant @déconnexiord A  LJI & (LE0Qar défawk)2 v

No Transferttimeouty f | LJA RS GSYLA | @Ol yi dzStrarsBORIHSEA2Y |
(120par défaut)

Login timeout: laps de tempgour effectuer la connexioau serveur ftf60 par défaut)

Installation et configuration de FileZilla Server sur Windows 7 par Sébastien M2i#3€/2013
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General settings

Welcome message

Cette optionLJISNY' S RS

FTP.

RSTAYANI €S YSaal 3S R&eaosantyf @Sy dzS

-

FileZilla Server Options

S

[=)- General settings
Welcome mess
IP bindings
. |P Filter

- Passive mode settir

- Securty settings

- Miscellaneous

- Admin Interface setl

Logging

- @55 Settings

- Speed Limits

- Filetransfer compres

- 55L/TLS settings

- Autoban
1| i [ 3

s

ok |

[ Cancel

Welcome message

(On this page you can modify the welcome message that will be sert to each
connected client.

if you enter no custom message, the default message will be used.

Rules for welcome messages:

Please erter only 75 characters per line, additional characters will be removed.
Empty lines at the top or bottom of the message wil be removed.

Custom welcome message:

v
written by Tim Kosse (Tim. Kosse @gm.de)
Flease visit http://sourceforge net/projects filezilla/

Format specifiers:
v - Displays version of Filedila Server
L% -the % character

[T] Hide welcome message in log

Hide welcome message in Iqggermet de ne pas afficher le message de bienvenue dans le fichier de

log.

IP bindings

Cette option permetde définirt Cglit
est utilise par le serveur ftp pour
fonctionner. A savoir que par défa
(*), le serveur écoute sur toutes les |
assignées a une ou plusieurs cart

FileZilla Server Options

- General settings  « | PUEAALTTE

i Welcome mess| |

m

- Miscellaneous

- Admin Interface setl
- Logging

P - (355 Settings

.. Speed Limits Use *to bind to all addresses

S . Filetransfer compres_|
, . , . - SEL/TLS settings
réseauxnstalléessur la machine ETTE
* ip localhost (127.0.0.1) et ip réseau
local exemple: 192.168.1.2)

P bindings Bind the server to the following IP addresses:

“- P Fitter 1 -
- Passive mode settin
- Security settings

Installation et configuration de FileZilla Server sur Windows 7 par Sébastien M2i#3€/2013
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Si vous souhaitegersonnalierf QL t & dzNJ fdzNPdsS@ X di S35 AISNIBTFFAG RS N
vous souhaitez utiliser.

IP Filter

Cette optionpermetR QI dzi 2 NAASNJ 2dz RS NBTdzaiSNJ RSa | RNBaaSa

FileZilla Server Options [
- General settings  » | BUESNIG

i Welcome mess:
. IP bindings The following IP addresses are not allowed to connect to the server:

- Passive mode settin
- Securty settings

- Miscellaneous E
- Admin Interface setl

- Logging
- (355 Settings Excude the following IPs from the list of disallowed IPs, thus allow access again:
- Speed Limits
- Filetransfer compres| il
- S5L/TLS settings
- Ay toban i

1 | i F

By default everyone may connect to the server. You may either block individual IP
[ oK ] addresses or address ranges. If you block all addresses, you may allow access for
individual addresses or ranges again.

You can both enter individual IF addresses or address ranges in CIDR notation
[ Cancel ] (http: /fen.wikipedia. orgfwiki/CIDR._notation)

[ I LI NIAS Rdz KI dzi (rBé fioBing IPRatkeysasSudIaioWER to dayinBct th t
theservenSG € LI NIAS Rdz 0l aExciB&NHSitlowRQIP#DR KA [BtHNI dzy S
disallowed IPs, thus allow access agaise connecter au FTR.Y LIS dzi | dzi 2 NA & SNJ 2 dz |
une IP distincte soitun bl QL t &

t 2dzNJ LI dz& RQA Y F 2 hdiatiod GIRRE douskangedSIalgTturg du sitetuzero.com.
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General settings / Passive mode settings

Cetterubrique permet de définir b plage pour leports PASVXY 02 O K Usef csoinlpokt 2 Y
range) qui seront utiliser par le serveur FTP O2YYlI YRS t! {+ AYyRAIldzS Id
attendre passivementa connexion en écoutant un port T@R la définition sur wikipedia

FileZilla Server Options [
SRELLEEEL LN Passive mode settings

i Welcome mess;

IP bindings [] Use custom portrange: | 0 - |0 {1-65535)
i |P Fitter
™ Passive mode sefti
IPv4 ifi
- Securty settings B

External Server IP Address for

i Use custom PASY settings if you =
passive mode transfers:

are operating the server from

m

- Miscellaneous
- Admin Interface set

- Loqgi (@ Default behind a MAT router or a firewall,
gging ) i ] In that case, the IP address of
- G55 Settings () Use the following IP: the server is not accessible from
- Speed Limits autside of the router, so you
- Filetransfer compres should fill in the correct address
- SSL/TLS settings _ You.can also enter hostnames E—?éeﬁuﬁt?egj:f%?;rgaﬁqgai I.E;Hh;ne”;d
' M,:,E?n r - ("1 Refrieve external IP address from: to be forwarded through the

htip://ip. filezila-project.orgfip.php| |reuter.

Information for users with dynamic IPs: If your external IP changes, it might
take up to 5 minutes after the next failed transfer until FileZilla Server

[ OK ] recognizes the changed IP.

In most cases, the IP is updated within 30s after a failed fransfer.

[ o] ] Don't use external IP for local connections

L -

IPv4 specific permet de définir la facon dont on récupéfeélR) externede la connexion internet
utiliséepour lePASV

DefaultY f QI R NXB & doft digpose I8 lagiciel 8 détas
Usethe following IPY¥ 2y RSFAY AU f QF RNB & ahdite btitiserY I ydzSt £ SYSy i
Retrieve external IP address fro  f QI R NI & & &evid le siteSofficial dIp@oizl IS NJ

~ s

[ Q2 LBi2AY2QYG dzaS SEGSNY It RAGD [F@&S € @Dy { y Oy ¥y SO& & 8l & L.
connexions sur un réseau local.
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General settings / Security settings

Cette rubriquepermetRS RS TAYANJ f | & Sdé dgpebairge afatkodde andke® | G G I |j d.
de serveurFTP &erveurFTRFXP transfers

FileZilla Server Options [
ERELEE R E R Security settings

i Welcome mess:

. IP bindings Bounce attacks / FXP transfers

L |P Fiter Block incoming serverto-server transfers
- Passive mu:ue settin [ Strict IP filter
::M c Block outgoing serverto-server transfers
- Admin Interface st [ Strict 1P fitter
- Logging If enabled, the IP fiter checks the IPs of the remote side when a transfer is
- (G355 Settings established. If the IP doesnt match the remote IP of the control channel, the
.. Speed Limits transfer will be aborted.

FXP is often used for ilegal Warez transfers. Bounce attacks can also be used for

- Filetransfer compres
C s a Do5 attack on the server because a malicious user could intiate a lot of

-~ 35L/TLS settings 1 serverto-server transfers which have a large impact on the server’s bandwidth and
- Autoban accessability.
4 | LI r If strict P filter is set, the whole IP is checked against the remote P of the control

channel. But this option may for example cause problems with prosgy servers which
use several |Ps.

To prevent this problem, you may disable the strict IP fiter. In this case only the first
[ oK ] three parts of the |P address are checked. But this decreases security against FXP
/ bounce attacks.

] fou have to choose between securnity and compatibility. For optimal results you

[ Cancel should block all FXP transfers and enable the strict filter anly for incoming transfers.

L -

Dans les deux caseci est bloqué par défauBlock incoming g . eemy
serverto-server transferset Block outgoing serveto-Server [ giock incoming serverto-server transfers
transfers

. . A A . . ., . . [¥] Block outgoing serverto-server transfers
Strict IP fiter LISNXY SG  RQF OGAGSENI £ I SNAFAOF GA2Y

f
attaquante / 2 OKSNJ f Q2LJiA2y LISNNXSGE RQFG2ANI dzy S
supplémentaire.

Q¢ ¢
€W
O

o

N

2
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General settings / Miscellaneous

Cette rubriqguepermetRS RSTFAYANI RS&a LI NIF YSGNBa (St 1jdzS yS LI
principaleRS f QAY I SNF I OF 2 FOK RYAKRMA (LN AI5ARYNIRE peimgt Y Saal
également de démarrer mininée (start minimizedd f QAY i SNF I OS siRdireRI¥ Ay A A0 N
réduite le programme lors de son lancement.

FileZilla Server Options [
= General seffings  »

i Welcome mess:

IP bindings Don't show passwords in message log

‘... |P Filter
. Passive mode settir [C] start minimized
- Securty settings
= Internal transfer buffer size: 32768 (default: 32768)
- Admin Interface set
-~ Logging _ Socket buffer size: 65536 (default:
- (355 Settings
-~ Speed Limits Adjust these values if you get very slow transfer
- Filetransfer compres
- SSL/TLS settings Please check your changes to the buffer size carefully, Too high or too low values

i can have a huge impact on the data throughput.
- Autoban
] 1 F
Allow downloading of files which are open for writing by another process.
Please note that this can result in corrupt transfers!
ok |
Ignore unroutable IPs on PORT command if remate address is routable.
[ Cancel ]
L A

Internal transfer buffer sizeet Socket buffer sizesont des parametres a prendre en compte que
lorsque vous rencontrez des problémes de transfert igmrs limite de la bande passante de votre
connexion internet)sur votre FTP. S
ces valeurs sont mal définies votre
serveur ftp pourra dysfonctiorer. e

Don't show passwords in message log

Allow dowloading of files which are Internal transfer buffer size: 32768 (default: 327635)

open for writing by another process
autorisele téléchargement de fichier

qui sont ouverts en écriture par unf*dust these valuesif you get very slow
Please chedk: your changes to the buffer size carefully. Too high or too low values
autre processus. can have a huge impact on the data throughput.

Socket buffer size: 65536 (default:

transfer

Ignore unroutable IPs on PORE Allow downloading of files which are open for writing by another process.
command if remote address IS Please note that this can resultin corrupt transfers!

routable ignore les adresses IP no
routables sur commande PORT
l'adresse a distance est routable

Ignore unroutable IPs on PORT command if remote address is routable.
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General settings / Admin interface settings

Cette rubrique pemet de dfinir les optionskest. £ QAY G SNF I OS RQFRYAYA &G NI G
 FileZilla Server Options S |
= Generalseffings

i Welcome messi

- |P bindings Important
i |P Filter Due to security considerations, the admin interface settings can only be changed
. Passive made settir from local connections. If you aren't connected locally (using 127.0.0.1 as server
.. Security settings IF), &ll changes on this page will be ignored by the server,
- Miscellaneous E Port on which the admin interface should listen: 14147
B Admin Interface set
- Logging Bind the admin interface to the following  IP Addresses which are allowed to
- (G355 Settings IP addresses: connect to the admin interface:
- Speed Limits - -
- Filetransfer compres|__
- S5L/TLS settings
- Autoban e IUse * to hind to all addresses, Localhost is always allowed to connect.
1 Ll k 127.0.0.1is the default binding, it You can enter additional addresses or
always exists and cannot be removed. address ranges using CIDR notation.

Use * to allow all.

[] change admin password:

QK
[ ] Mew Password: Retype new Password:
Minimum password length is 6 characters. Leave empty to remove password.
[ Cancel ] A password is required for remote administration to waork.,
L &

On peut définif S LJ2 NII R Q 14147 pay défaui) Ndn peutugflisedun port compris entre 0
et 65535 (hormis le 20 et 21 utilisé parsierveurFTP).

Port on which the admin interface should listen; 14147

[ QF RNB&aaS Lt &adz2NJ 6§ RS RivS vy 5 D@ Nadldddodsyamnsg fjus BFIBZOK S
autorisées (a droite alessous) a se connecter a la dite interface.

Bind the admin interface to the following IF Addresses which are allowed to
IP addresses; connect to the admin interface:

Change admin passwordermet de définir ou de changer le mot de passe qui est é@titiss de la
O2yySEAZY Lt iniStatori BeNdbt d® Sass& dbit fRid& minimum 6 caractéressi on

YQAYRAILdzS LI a RS Y24 RS LI aasS OStl adzZJINAYS OStd
[| change admin password:
Mew Password: Retype new Password:

Minimum password length is 6 characters. Leave empty to remove password,
A password is required for remote administration to wark.
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t 2dz2NJ RSTAYANI dzy Y2 CRaéhgelatiminpSswanglisdd 2apekufe pfeigrd Ji A 2 Y

fois (New Rassword le mot de passe puime deuxieme foigRetype new Passwoid

Change admin password:
Mew Password: wesssss Retype new Password: "“"|

Minimum password length is & characters. Leave empty to remove password.
A password is reguired for remote administration to work.,

{A €S Y20 RS LI aasS Sad GNRLI O2dz2NIiz 2y 20iA

(e R
FileZilla server - -G lﬁ]

! . The admin password has to be at least 6 characters long,

=)

& — —————————— — —)

t 2dz2NJ SFEARSNI €S Y2i RS LI 8445 | dzOK(ci@esspus@BA Sy i

Use * to allow all.
Change admin password:

QK 1
[ ] Mew Password; weesses Retype new Password: """"“‘“{

Minimum password length is 6 characters. Leave empty to remaove password.
[ Cancel ] A password is required for remote administration to work,
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General settings / Logging

Cette rubriqueLJS NJ' S i
qui pourrait avoir lieu sur le serveur FTP. P&F dlédzii =

fQ2LIA2y yQSai

FileZilla Server Options [
Welcome mess: « | W]
i IP bindings
‘.. |P Fiker [ Enable logging to file
- Passive mode seftir o )
- Security settings Limit log file size to | 100 KB
- Miscellaneous Logfile
- Admin Interface seti o ,
= Log all to 'FileZilla Server.log
-G5S Settings (@ Use a different logfile each day (example: fzs-2003-02-10.loq)
- Speed Limits Delete old logfiles after | 30 days
-~ Filetransfer compres &l log files will be saved in the "Logs™ subfolder in the FileZilla Server folder.
- 55L/TLS settings
- ftoban £
1 | i 3
ok |
[ Cancel ]
t 2dzNJ &S FIFANBIT 2y 020KS
["|Enable logging to file!
UneRAa fQ2LIXIA2Y I OGABSS
[¥]Enable logging to file:
[ Limit log file size to | 100 KB
Logfile
i@ Log all to 'FileZila Server.log'
(71 Use a different logfile each day (example: fzs-2003-02-10.log)
Delete old logfiles after | 14 days
All log files will be saved in the "Logs™ subfolder in the FileZilla Server folder.
[ AYAQ f 23 KBparined dedléfimira taill@maximum du fichier journal (log)
[23 Fff (2 WendgiStgra dahsiun ded i ahidniBieZilla Servelog.

Use a diffeent logfile each daypermet ce créer un fichier journal par jowous la formdzsannée

mois-jour.log
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5StSGS 2t R f 2 Befndefds supptinfeiiaBtbihatiqueRnt I&s &Enciens fichiers journaux
aprésXjours.
Exemple on enregistraun fichier / jour et on supprime les ancierihiersaprés 30 jours
@) Use a different logfile each day (example: fzs-2003-02-10.log)

Delete old logfiles after 30} days

Tous les fichiers journaux sont enregistrés dans un sous répetimgeR dz NB LISNI 2 A NB RQA
de FileZilla Server savoilC\ Program Files (x88ileZilla Servail.ogs(Windows 7en 64 bitg.

Logs;

FileZilla server.exe 617 Ko
/= FileZilla Serverxml 418 Ko
EFiIEZiIIa Server Interface. exe 0,99 Mo
%] FzG55.dlI &1 Ko
|#| legal.htm 117 Ko
%) libeay32.dll 1,05 Mo
|| license.tut 17,9 Ko
|&| readme.htm 377 Ko
|| ssleay32.dll 270 Ko
I Uninstall.exe 45,3 Ko
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General settings / GSS &ttings

Cette rubriqguepermetRS RSFAYANI £ Sa 2LIJiA2ya LI dzNKERBERASA & SNJ
voir la définition sur Wikipédia

i !
FileZilla Server Options [
UELER LR CSS Settings
- IP bindings
oo |P Fitter
... Passive mode settir [ Enable Kerberos G55 support
-~ Security settings [ | Prompt for password if necessary
- Miscellaneous
- Admin Interface seti It's recommended to use Kerberos for Windows 2.2 beta 2 or later.
- Logai E
|ng : If used with Kerberaos for Windows 2. 1, it is very likely that FileZilla Server will crash
Settings if & user authenticates.
- Speed Limits
- Filetransfer compres
- 55L/TLS settings
- ftoban £
1 | i 3
ok |
[ Cancel ]
y

G55 Settings

[|Enable Kerberos G55 suppart

[ Prompt for password if necessary

It's recommended to use Kerberos for Windows 2.2 beta 2 or later.

If used with Kerberos for Windows 2.1, it is very likely that FileZilla Server will crash
if & user authenticates.

t 2dzNJ I OG A BSNJI f & dzLJLJ2 NdptioryEpatle KaxderasXGS3 duppdkedie®s G R S
LJ2 dzNJ 2 Ay R2ga Said RAhithIAvgbini.édSketberds/@stPNE & dzA @+ y G S

Si on coche la cagrompt for password if necessarie mot de passe sera demaé si nécessaire

Attenton: A f  SadG NBO2YYFYyRS RQdzAfA&ASNI £ @GSNEAZ2Y Y¢
{(FOKFYd ljdzQFdz Y2YSyd RS €+ NBRFOGR2ZYL RS OS R2Odzy
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General settings / Speed Limits

Cette rubriquepermSi RS RSFAYANI ftSa @GAGSaasSa RS (St SOKIN
fichier.

i Ty
FileZilla Server Options 28 |
- Welcome mess: » | RN TGS FileZilla Server
- |Pbindings
‘. |P Fitter Download Speed Limit
- Passive mode settir i@ Mo Limit (7) Constant Speed Limit of |10 kB/s
- Security settings (71 Use Speed Limit Rules:
- Miszellaneous rdd
- fdmin Intefface set i
- Logging £ Remove
- (355 Settings Up
- Filetransfer compres Down
- S5L/TLS settings
- Autoban L. |Upload Speed Limit
. - : T @ No Limit () Constart Speed Limit of |10 kB/s
() Use Speed Limit Rules:
Add
[ QK ] Remove
p
[ Cancel ] Down
L5 -

t I NJ RSFlLdzix | dzOdzyS f AYAUoLRg. (St SOKFNHEHSYS

Speed Limits FileZilla Server

Download Speed Limit
i@ Mo Limit (") Constant Speed Limit of |10 kB/s
(71 Use Speed Limit Rules:

Add
Remove

Up

Down

Upload Speed Limit
i@ Mo Limit (7 Constant Speed Limit of |10 kB/s
(") Use Speed Limit Rules:

Add
Remove
Up

Down
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Voyons les différentes options de limitation de débit en envoi et en réception.

x Download Sped Limit:
o No Limit :pas de limitation.
o /2yaidlyd { LISS RonHékintuné vitesSkyui Xerajconstante. Y
0 Use Speed Limit Rulesdes réglessont appliqués selon une date, un créneau
horaire, unjour de la semaingune vitesse de téléchargement

X UploadSpeed Limit
o No Limit :pas de limitation.
o /2yaidl yd { LISS RonHékintuné vitesSeyuiXerajconstante. Y
0 Use Speed Limit Rulesdes regles sont appligeé selon une date, un créneau
horaire, unjour de la semaingune vitesse deééléchargement.

{A tQ2y a2dzKIFIAGS RSTAYAN R@Oewndid Spees dimjflag amhsit £ I NB C
f Q2 LU8eASpegd Limit Ruleguis on cliquesur le boutonAdd:

Dans le cas présent, on souhaite
mettre en place une régle par rapport
a un créneau horaire de 21h a 5h soit
(From 21:00:00 To 05:00:90 pour
tous les jours de la semainen définit
une valeur de 8 kB/s et on clique sur le
bouton OKpour confirmer.
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